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Abstract. The author addresses the issues and challenges related to the protection of
employees' rights to privacy in the modern information society. The use of information
and communication technologies (ICT) in the workplace facilitates the collection, storage
and processing of employees and job applicants' personal data, thus contributing to
business efficiency, but it also facilitates various violations of privacy of employees and
employers alike. In this article, the author analyzes some aspects of employees' right to
privacy as envisaged in the international law instruments. The analysis is aimed at
examining the methods and instruments for the collection and protection of personal data,
as well as the procedure in case of any violation of privacy rights. In that context, the
author particularly focuses on the issues pertaining to the supervision of employees'
business correspondence, video surveillance in the workplace, monitoring employees
through performance tests, etc. The author believes that prospective solutions in the
legislation of the Republic of Serbia may be based on and perceived through the most
important international sources in the field of protecting employees' privacy rights.
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1. INTRODUCTION

The Right to Privacy was originally developed as a human right within the framework
of the Right to Dignity. Given the fact that employment is one of the most important parts
of every person's life, employees' dignity is the cornerstone for developing the social wel-
fare state [1].
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The European Convention of the Council of Europe on Human Rights and Funda-
mental Freedoms of 1950 is one of the first International Law documents which set out
the foundations for the Right to Privacy. Article 8 (Right to Respect for Private and Fam-
ily Life) states that "everyone has the right to respect for one's private and family life, pri-
vacy of one's home and correspondence.” The definition of the Right to Privacy was
framed within the activities_of the European Council [2] and it has been accepted by most
authors in the field of Labor Law. Under this definition, the Right to Privacy implies the
right of individuals to live their own lives with as little external influence as possible, in-
cluding numerous fields of Privacy Policy.

Employees' Right to Privacy implies a set of personal authorities that guarantee Re-
spect for their Persona, Honor and Reputation [3]. The most important aspect of this issue
is what kind of personal data employers are entitled to collect about employees (and pro-
spective job candidates) and how they can process and use the data, whether the collected
data may be specified as one of the special employment requirements and whether such
data may be used as the grounds for the termination of employment or disciplinary action.

Another area of considerable importance pertains to the possible means of employer's
supervision over the employees, both in the workplace (during the working hours) and in
employees' free time. The employer's supervision can be organized in many ways, by in-
stalling equipment for monitoring and controlling employees' business correspondence.
An employee's Privacy Right can be violated if an employee or a job candidate is inad-
vertently subdued to various tests (aimed at evaluating one's physical, physiological and
intellectual abilities).

The procedural aspects governing the issue of Employees' Privacy Protection come
into play in case of any violation of the rights guaranteed by labor legislation. The effec-
tive protection system is an important prerequisite in achieving good results in the highly
sensitive area governing the Protection of Human Rights.

The statutory regulation of this issue is governed by a number of factors which must
be taken into consideration when reaching a compromise between the competing interests
of employers and employees. While the former tend to expand the scope of data collected
in the process of establishing employability and in the course of employment, the latter
demand more effective protection of Privacy Rights.

The inspiration for developing the national legislation in this area may be found in
numerous International Law documents dealing with Employees' Privacy Rights [4]. The
proposed solution should include unambiguous rules, drawing a clear line between the
permissible and impermissible practices, whereas the exclusion rules should be formu-
lated in such a manner that they leave very narrow margin for arbitrary interpretation.

2. INTERNATIONAL STANDARDS

The contemporary Labor Law is facing another challenge in regulating the issues per-
taining to the Protection of Employees' Privacy Rights in the workplace. The development
of information technologies and technical means of controlling space and people, easier
collection and storage of personal data and the development of biometric and genetic
testing, as well as testing on certain illegal drugs, have given rise to the need to adopt
legislation which would provide relevant protection for both employees and employers.
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The degree and the manner of exercising of Employees' Privacy Protection Rights
show no uniformity of practice even in the developed countries founded on the liberal le-
gal tradition. However, the differences are more dramatic when the developed countries
are compared with the transition countries, for example.

The United States, as a typical proponent of the liberal legal thought, developed a
market-based approach to employment policy. In regulating the competing interests con-
cerning the requirements for the Protection of Employer's Property or the need to respect
the Employees' Privacy Rights, the USA favors the interests of the employer and puts
them in a privileged position when adopting regulations in this area.

The EU Member States (except for the United Kingdom) have a different approach
which favors the requirements for the Protection of Human Dignity and Autonomy. As a re-
sult, there is more restrictive legislation on the employer's right to supervise the employees.
A comparative study of the legal systems of the European-Continental and the common law
systems [5] has shown that the degree of Employees' Privacy Protection is much higher in
the civil law countries (especially in the EU countries) whereas the US legislation contains
some legal provisions recognizing a certain degree of employer's intrusion into the em-
ployee's privacy; on the other hand, in the countries such as Australia and the United King-
dom, there are no statutory provisions prohibiting such conduct of the employer.

2.1. General overview of foreign legislations

There are numerous International Law documents related to Privacy Issues in the work-
place which clearly reflect the development and the scope of Privacy Right Protection. Al-
though there is a fair degree of similarity in the legal solutions found in the documents
adopted at the regional and universal level, there are also some discrepancies, particularly in
terms of the obligations envisaged in these documents and the standardization of personal
data from the private life of an employee who is being protected.

The European Convention of the Council of Europe on Human Rights and Funda-
mental Freedoms of 1950, which was signed by all EU states, states in Article 8 (Right to
Respect for Private and Family Life) that "... everyone has the right to respect for private
and family life, privacy of their home and their correspondence”. In the case Niemitz v.
Germany, the European Court of Human Rights concludes that the Right to Respect Pri-
vacy also extends to "professional and business activities." [6] The Court also found that
the inviolability of correspondence was also related to telephone communication, both
private and business, and that the use of the Internet and email should be subject to Pro-
tection as well [7].

The Charter of Fundamental Rights of the European Union (Article 7) refers to the
provision included in the European Convention of the Council of Europe (Art. 8), which
stipulates the Right to Privacy as one of the fundamental social rights which has been
protected in the EU legislation since 1950. Although the field of Privacy Rights largely
remains the responsibility of the EU Member States, there are certain instruments at the
EU level, such as the Directive on the Protection of Individuals with regards to the proc-
essing of personal data and the free movement of these data [8], as well as the Directive
concerning the Processing of Personal Data and the Protection of Privacy in the sector of
telecommunications [9].
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It may come as a surprise that the concept of Right to Privacy was not explicitly men-
tioned in the original text of the US Constitution. However, the Fourth Amendment of the
US Constitution guarantees the Right to Privacy of an individual in terms of the obliga-
tion of public authorities to provide for the respect of one's private life and security in
one's homes, business papers and effects. Be as it may, neither the Constitution nor its
Amendments refer to employees' privacy protection issues, particularly in light of new
technological developments.

Unlike European countries which constantly endeavor to regulate newly emerging
threats to privacy both at the national and at the EU level, in the United States there is no
legislation in this area and the regulation of these issues largely depends on the case law
(judicial precedents).

These differences in the approach to addressing the issue of Employees' Privacy
Rights Protection arise from the fact that EU Member States basically tend to get involved
in resolving the conflict between the employer's desire to increase surveillance and the
employees' aspirations to reduce the level of supervision. On the other hand, the social
partners in the USA assert that the State (i.e. the Government) should interfere as little as
possible in resolving their mutual employment-related issues, including Employees' Pri-
vacy in the workplace [10].

At the international level, the most important legal documents have been adopted
within the activities of the International Labour Organization (ILO) and the Organization
for Economic Cooperation and Development (OECD) [11]. The main feature and proba-
bly the major disadvantage of these instruments is that they are not binding for the State
Parties, even though they may have a significant impact on the legislation of States which
have signed these international documents.

2.2. The US regulation on employees’ right to privacy

In order to fully understand the current legal framework of Employees' Right to Privacy
in the United States, we shall look into the attitude of numerous authors on the approach to
regulating Employment and Labor Law in the United States in general. Many authors point
out that the economic theory of laissez-faire and the private-entities-oriented approach to
understanding the Employment Contract are deeply embedded in the approach and princi-
ples governing labor relations in the United States. Considering the legal nature of contrac-
tual relationship in Private Law as well as the rights and obligations arising from employ-
ment, they insist that employment should only be regulated by employees and employers
alone, with minimal interference from the state, either through legislation or by means of
collective bargaining agreements and internal codes of practice [12].

It can be said that the USA has made no efforts to standardize the newly emerging cir-
cumstances resulting from the IT development into a single legal act regulating privacy in
the workplace. Instead, the US has resorted to enacting a number of documents which
only partially regulate this area (such as: the "Constitutional Guarantees", statutes, case
law) or resolving these issues in individual employment contracts.

Individual Privacy Protection is envisaged in the Fourth Amendment of the U.S. Con-
stitution, which states that "... everyone has the right to enjoy the security of their home,
their letters and personality "and that this amendment provides protection when there is a
"reasonable expectation of privacy". As previously stated, such a wording can be the basis
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for the Protection of Employees' Privacy Rights only in the public sector but the courts
are reluctant to grant protection to employees even in cases of violation of privacy by the
state as an employer. [13].

Taking into consideration the growing number of court proceedings related to alleged
violations of the Employees' Privacy Right and the existing legislation on Employees'
Protection in the workplace, the US Congress adopted the Electronic Communications
Privacy Act [14] in 1986. In order to reduce the apparent discrepancy between the exist-
ing legislation and the judicial practice, this Act prohibits unauthorized monitoring of
electronic mail and other communications by phone or the Internet.

Yet, the Act provides three exceptions when the prohibition does not apply. Hence,
the Act shall not apply: when the interception of communication channels enables com-
munication in order to improve the quality of the communication service; when consent is
given by the person whose communications are monitored; and when activities of inter-
ception and eavesdropping are carried out "in the ordinary course of business."

In practice, the provision allowing the employers to monitor the employees' activities
"in the ordinary course of business" as well as the consequences stemming from the ap-
plication of this Act and the Fourth Amendment of the US Constitution clearly indicate
that employers are favoured and that they are left a wide leeway in the interpretation of
this legal standard. All the constitutions of individual American states also contain provi-
sions similar to the one contained in the Fourth Amendment; however, all these provisions
envisage the protection of Employees' Right to Privacy only in the public sector. The only
exception is the State of California where the courts have interpreted this provision in
such a way as to afford protection to employees in the private sector as well [15].

Despite the apparent favoring of the employer's position, the number of private law-
suits filed by employees is on the rise. The employees mainly complain about the em-
ployer's violation of their privacy rights.

Case law shows that it is not impossible to win this kind of lawsuit and claim damages.
But, for that to happen, the the plaintiff must prove that there was a significant invasion of
privacy, and that such interference has given rise to some consequences that have further
resulted in damage to the employee [16]. The implementation of various tests conducted
by employers in the workplace is an interesting area where case law protects the Employ-
ees' Rights to Privacy. The Supreme Court of West Virginia found [17] that drug testing
of employees is an unauthorized invasion of Employees' Privacy unless there isa "... rea-
sonable and objective suspicion that the employee has abused narcotics ...", even though
there is no clear interpretation of the standard of "reasonable and objective suspicion™ and
whether "...the employee works on jobs related to public safety or the safety of others." In
the process of negotiating an employment, the Court considers that in cases involving
drug testing privacy also deserves protection but to a lesser extent than in cases where the
working relationship already exists [18]. Generally, polygraph testing is prohibited by the
US Employees' Polygraph Protection Act [19] of 1988. Employees cannot be subjected to
a polygraph testing against their will, except when they have jobs related to automobile
safety, operations and maintenance of alarm systems and safety matters related to the
manufacture, distribution, disposal and destruction of pharmaceutical materials.
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2.3. The European Union standards

In regulating the issues related to Employees' Privacy, the states of the Continental
European legal system opted for a fairly comprehensive, systematic and, above all, pro-
gressive approach. The Employees' Privacy issue is, for the most part, still under the ju-
risdiction of the EU Member States even though there are important documents at the EU
level pertaining to these powers. By analyzing some national legislation and other regula-
tions on Privacy in general, including Privacy in the Workplace, one can conclude that
they are based on some common principles, which set out further guidelines for defining
the concept of protection.

= The Principle of Relevance (i.e. the principle of cause) concerns the objective

justification for the employer's intrusion into the employee's privacy, especially in
terms of electronic communication channels. Thus, an employer may be allowed to
monitor an employee's communications via the Internet and e-mail only if it is nec-
essary and directly related to the employee's status and job responsibilities.

= The Principle of Proportionality implies that the monitoring of employees must be

necessary, relevant and proportionate to the objectives that the employer is trying
to achieve. The manner and the extent of surveillance must reflect a compromise
between the competing interests of employees and employers.

= The Principle of Transparency is specifically reflected in the employer's obligation

to notify the employee representatives about the intention to set up a monitoring
system or to start tracking the official correspondence channels. In that context, the
employer should carry out the necessary consultations with employees to make
them aware of the fact that their privacy will be limited by the employer, in accor-
dance with the law.

= The Principle of Non-discrimination implies that all employees must be subject to

the same supervision measures and that there will be no discrimination among
workers or groups of workers. Hence, supervision must be applied to all employ-
ees, regardless of their position in the organizational structure [20].

In the European Legal Area, the sources of law pertaining to employers' privacy include
the sources stemming from the activities of the European Council and the sources of the EU
Law (acquis communautaire). It is worth noting here that these sources are not substantially
different and, in many cases, they even refer to each other in terms of their application.

The first instance in the development of the Right to Privacy is the European Conven-
tion of the Council of Europe on Human Rights and Fundamental Freedoms (1950),
which guarantees the right to respect for private and family life (Article 8), which is inter-
preted as being related to both professional and business activities and communications of
the employees, including e-mail and the use of the Internet. This provision of the Euro-
pean Convention is reaffirmed in the EU Charter of Fundamental Rights (2002), where
the Employees' Right to Privacy is given the status of a basic social right in the EU.

The Council of Europe has been working on the promotion of the Right to Privacy as
a Fundamental Human Right. As a result, in 1981, the Council of Europe adopted the
Convention on the Protection of Individuals with regards to Automatic Processing of Per-
sonal Data, which was signed by all EU Member States and Norway. In line with the
Convention objectives_concerning the matters of Employment and Contractual Obliga-
tions, the Committee of Ministers of the European Council adopted the 1989 Recommen-
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dation (R(89)2) on the Protection of Personal Data used for employment purposes, with
regard to automatic processing of personal data. As the use of information technologies
significantly advances in employer-employees relations, this Recommendation is to re-
duce the risk of invasion of privacy, which is inevitable due to such tendencies.

The most important document in the EU legislation in this area is certainly the Direc-
tive (95/46/EC) on the Protection of an Individual regarding the processing of personal
data and on the free movement thereof, jointly adopted by the European Parliament and
the European Council. The aim of this Directive is "... to protect the rights and freedoms
of individuals, notably the Right to Privacy with regard to the processing of personal data
in the EU Member States." It also specifies that "... Member States shall not restrict or
prohibit the free flow of personal data between Member States for reasons connected with
the protection which the Directive provides." The provisions of this Directive are legally
binding for EU Member States, which were instructed to implement this document in their
National Legislations by October 1998 [21].

As for the Protection of Personal Data, the Directive includes standards relating to
data collection, as well as to the volume of data that can be collected in connection with
employment. For instance, Article 6 of the Directive states that data must be:

= processed fairly and lawfully;

= collected for explicitly specified and legitimate purposes, and shall not be further

processed in a way which is incompatible with those purposes;

= adequate, relevant and not excessive in relation to the purposes for which they are

collected, and shall not intrude into the privacy more than it is necessary;

= accurate and, where necessary, even updated in order to ensure that inaccurate or in-

complete date are erased or rectified;

= stored in a form that allows for the identification and use of such data in a manner

that allows its use only for no longer than it is necessary for specific purposes.

Article 7 of the Directive pertains to cases where the collection of employees' personal
data shall be considered legitimate and legal. Thus, personal data may be collected and
processed only if:

= a person whose data are collected has given his/her unambiguous consent, or

= the data processing is necessary for the performance of obligations assumed under the

employment contract, where one of the Contracting Parties is the person whose data is
being collected, or if it is necessary for entering into an employment contract, or

= the data processing is important to the person who collects the data in order to fulfill

their legal obligation to collect such data, or

= the data processing is necessary in order to protect the interests of the person whose

data are being collected, or

= the data processing is conducted in the public interest or in the exercise of an official

authority of the person vested with the power to collect data, or if such powers are
vested in a third party, or

= the data processing is necessary to pursue the legitimate interests of the person who

has the authority to collect such data, or a third party authorized by the original
holder of the authority to collect the data, except in cases where such data collection
would be regarded as a violation of the fundamental rights and freedoms of persons
whose data have been collected.
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The Directive applies to the employees' most sensitive personal data whose processing
is strictly prohibited. The sensitive data refer to racial and ethnic origin, political opin-
ions, religious or philosophical beliefs, union membership and/or data concerning health
or sexual orientation. The processing of data related to penalties, criminal sanctions or se-
curity measures imposed in court proceedings, which are also considered particularly sen-
sitive, is permitted only under the supervision of and in cooperation with the competent
authorities. Exceptions to these rules may apply to investigative journalism or artistic and
literary study purposes [22].

A person whose data are collected and processed must be timely informed, and he/she
must have access to the collected data. A person is entitled to challenge the processing of
such data for legitimate reasons and may request corrections if the data is incorrect or not
updated. The person who is responsible for the processing of such data must ensure their
safe-keeping and storage, which implies that no unauthorized person may have access to
such data.

The Directive (97/66/ES), related to the Processing of Personal Data and the Protec-
tion of Privacy in the telecommunications sector, was adopted in 1997 as a response to
the introduction of advanced information technology in the operation of public telecom-
munication networks. In July 2002, this Directive was made ineffective due to the adop-
tion of the Directive (2002/58/ES) related to the Processing of Personal Data and the
Protection of Privacy in the electronic communications sector. The fact that one Directive
was replaced by another in such a brief period of five years indicates the tendency of the
EU leaders to monitor the rapid development of information technology and provide rele-
vant legal framework in Employees' Privacy Rights Protection.

At the beginning of the new millennium, the European Commission conducted several
rounds of consultations with social partners, trade union representatives and employers'
associations at the European level in order to lay grounds for a further development of
legislation in this area. In the first round, in 2001, the consultation were held on whether
the European Union should take part in the regulation of privacy issues in the field of
collecting data on the employees' health status, testing the employees in the workplace for
the presence of opiates and alcohol, as well as in the field of video and audio surveillance
in the workplace.

The employers took a clear position that the EU should not expand the legislation in
this area, considering that the Directive (95/46/EC) regulates this area in a sufficient and
suitable manner; on the other hand, the employees' unions considered that new rules
should be adopted, with clear instructions on handling the processing of personal data.

The second round of consultations was expected to result in more specific conclu-
sions, aimed at formulating a draft of a new document on this issue. However, as the rep-
resentatives of the social partners could not agree on the key points, the European Com-
mission started drafting a new Directive without the involvement of the social partners.
The new directive has not been adopted yet.

2.4. Australian legislation

The principle governing the Employees' Right to Privacy in Australia may be said to
be more similar to the principle accepted in the United States than to the principle ac-
cepted by the states of the European-Continental legal system. The factors giving rise to
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considerable difficulty in regulating this issue are the absence of constitutional guarantees
on the Right to Privacy as well as rather scanty legislation and case law in this area. In
practice, employers enjoy a preferential treatment in cases involving employees' privacy
in the workplace.

Many Australian states have a number of legislative acts pertaining to the Privacy of
Personal Information, such as: the 2001 Information Privacy Act [23] of the State of
Victoria, the 2001 Listening Devices (Miscellaneous) Amendment Act [24] of South
Australia, or the 1998 Surveillance Devices Act [25] of Western Australia; however, all
of them are partly related to Employees' Privacy in the Workplace). New South Wales is
the only state that has an act which exclusively regulates the Privacy of Employees [26].

The 1998 Workplace Video Surveillance Act [27] of New South Wales establishes the
procedural requirements which must be met in order to consider the supervision over the
employees lawful. Thus, video surveillance will be considered unlawful unless the em-
ployees have previously been informed of supervision at least 14 days before the start of
surveillance, cameras were installed at prominent locations and information on the rooms
where the monitoring is being carried out are clearly marked at their entrance (Article 4).

In 2000, the Government of the Commonwealth adopted the federal Privacy Amend-
ment (Private Sector) Act [28] to the 1988 Privacy Act [29], by means of which the effect
of this legislative act has been extended to private sector employees. The Act established
the National Privacy Principles (NPPs) governing the collection, use and availability of
personal data traffic.

After the adoption of the 2000 Privacy Amendment Act, employers in both the public
and the private sector have been obliged to respect the 10 principles formulated in the
NPPs, except when they are bound by the Privacy Code approved by the Federal Privacy
Commissioner [30].

The personal data shall not be used without one's consent and for purposes other than
those they have been collected for. The person in charge of collecting the data must en-
sure their accuracy, proper storage and preservation. The persons whose data are col-
lected must have access to data and must be given a chance to change outdated and delete
incorrect data [31].

The Privacy Act states that the collection of particularly sensitive data, which includes
data on ethnic origin, political views, sexual orientation (etc.) will be allowed only upon
securing an express consent of the person whose data are collected (provided that there is
express statutory authorization), as well as in case that such collection is necessary to pre-
vent a serious and imminent threat to one's life or health (even if the person whose data
are collected is unable to give consent).

The main controversy related to this Act is section 7B, pertaining to the "Employee's Re-
cord" [32]. The Act allows employers and employees to regulate the issues pertaining to per-
sonal data from "Employee's Record"” in employment contracts. This solution has been re-
peatedly criticized both at the federal and the state level, as well as by the Reform Legisla-
tion Committee, the Privacy Commissioner, representatives of trade unions and academia.
However, the public debate on this issue has not yet resulted in amending this Act.

The current legal regime governing the Protection of Privacy in Australia is in the
early stages of its development. Regulatory bodies and authorities responsible for the en-
forcement of regulations must make significant efforts to respond to the immediate threats
posed by the rapid development of new technologies and the need to establish a coherent,
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comprehensive and long-term approach to solving the problem of employees' privacy
protection [33].

3. CONCLUSION

The use of ICT in the workplace contributes to business efficiency and enables easier
collection, storage and processing of personal data of employees and employment candi-
dates. However, it also implies a possibility of various violations of employees and em-
ployers' privacy. The issues and challenges related to the Protection of Employees' Rights
to Privacy in the modern information society have been tackled by legislators and em-
ployment law scholars throughout the world. These issues are primarily related to the
collection and protection of personal data and the procedure in case of violation of pri-
vacy rights but they also refer to the supervision over the employees in terms of having an
insight into the nature of employees' business correspondence, video surveillance in the
workplace, monitoring employees through performance tests, etc.

The employers' act of collecting information about their employees is not a problem
per se, if conducted for legitimate and relevant purposes, because it is the basis of the
employer-employee relation stipulated in the employment contract. The employer is enti-
tled to collect relevant data about the employee in the manner and to the extent deemed
reasonable and necessary, and to store them for decades (if necessary); for example, such
data may include basic personal data about the employed person, the date of birth, infor-
mation on qualifications and work experience, knowledge/performance tests (e.g. the Bar
Exam for those working in the judicial system) or some aptitude tests (e.g. general and
detailed medical examination for pilots).

In recent years, the rapid development of modern technology has facilitated the col-
lection of information about the employees, made it faster and cheaper; however, it also
enabled the employers to collect personal data without informing the employees about the
nature and the prospective use of the collected data. There is a reasonable concern about
the possible intrusion or interference into the employee's private sphere. In order to pro-
vide for proper protection of the right to privacy as a fundamental human right, it is nec-
essary to draw a clear line between the lawful and unlawful employer behavior which
constitutes a violation of employees' privacy.

However, given the fact that the legislative process often results in making different
compromises in diverse spheres of interest, rarely can one find legal solutions specifying
what kind of data may be collected, what kind of communication channels may be used
and what kind of tests may be applied in the employment contexts.

National legislations are more likely to contain general solutions that guarantee a
comprehensive protection of the rights to privacy, citing a number of exceptions to this
rule, which are commonly subject to different interpretation in practice [34]. Such general
clauses may be found in the Serbian legislation as well. In light of the most important in-
ternational sources on Employees' Privacy and applicable comparative law in this area,
we may conclude that the Republic of Serbia meets the standards envisaged in the legisla-
tions of neighboring countries and the EU Member States.

Yet, the existing Serbian case law and the prospective assessment which is to be car-
ried out in the process of Serbia's accession to the European Union will inevitably show
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whether the applicable legal provisions are fairly well-formulated and appropriately ap-
plied in practice, whether they achieve the anticipated goals regarding the scope of pri-
vacy protection in the workplace, and whether they contribute to creating an acceptable
and productive work environment.

Given the current circumstances in Serbia, there are assertions that the Employees'
Rights to Privacy is not a burning social issue, for there are other significant unresolved
political and legal issues which have to be addressed more urgently. Although the author
may generally agree with such a statement, it is important to note that an employee's pri-
vacy right may be violated only if one is employed. Given the fact that employment op-
portunities have been significantly reduced in the past period and that the employment
circumstances are hardly likely to change in the years ahead, the unemployed people are
prone to put up with privacy invasion practices just in order to get or to keep a job. Such
circumstances give rise to various violations of employees' rights, primarily the right to a
minimum wage, pension, disability support and health insurance but also violations of the
right to privacy resulting from the collection of personal data on health status, subjecting
the employee to various tests whose results are later used as reasons for the termination of
employment, pregnancy test for females before signing the employment contract, as well
as physical and sexual abuse in the workplace.

Given the fact that such practices increase the scope of violations, that the employ-
ment opportunities are significantly reduced and that individuals whose rights have been
violated are unable to opt for other jobs due to economic hardship, the state authorities
should give due attention to the employees' right to privacy.

Therefore, the development of relevant legislation in this area is inevitable. The rapid
development of ICT gives rise to new solutions and opportunities. In such circumstances,
law (as a social discipline) can hardly keep up with the ICT developments and it will al-
ways be one step behind the new technology. Thus, the risk of abuse is omnipresent [35].
In that context, instead of lagging behind for decades, law-makers should strive to remain
just one step behind the technological developments, particularly given the fact that in a
modern society a span of a decade is comparable to a distance expressed in light years.

The solution may be found in adopting more flexible regulations, which could be eas-
ily changed and adjusted (if necessary). The key solution to the Employees' Privacy issues
may be lying in the flexibility of Labor Law. On the one hand, it is necessary to ensure a
good team to represent the employees' interests in decision-making processes, to consult
them in the process and to abide by the employees' proposals. On the other hand, it is es-
sential to strengthen state institutions which are to supervise the application of these flexi-
ble regulations and to ensure an effective system of judicial protection, where the burden
of proof will rest on the employer rather than on the employee (as a weaker party), as it is
currently the case.
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MEDUNARODNI STANDARDI U OBLASTI ZASTITE PRAVA
NA PRIVATNOST ZAPOSLENIH

U ovom radu autor se bavi pitanjima i izazovima vezanim za zaStitu prava zaposlenih na
privatnost u modernom informatickom drustvu. Upotreba komunikacionih i informacionih tehnologija
na radnom mestu omogucava olaksano sakuplianje, skladistenje i obradu podataka o licnosti
zaposlenih, kao i kandidata za zaposlenje, i time doprinosi efikasnosti u procesu poslovanja ali takode
predstavlja i mogucnost za razlicite povrede privatnosti zaposlenih ali i poslodavaca. Ovom prilikom
Ce biti analizirani odredeni aspekti zastite prava na privatnost zaposlenih, na medunarodnom planu.
Analiza je usmerena u smeru nacina za prikupljanje i zastitu podataka o licnosti kao i postupak u
slucaju povrede prava na privatnost, te pitanja nadzora nad zaposlenima u smislu uvida u sadrzaj
poslovne korespondencije, video nadzora na samom radnom mestu, nadzora putem testiranja
zaposlenih, itd. Autor smatra da se kroz prizmu najznacajnijih medunarodnih izvora koji se ticu

zastite privatnosti zaposlenih, mogu sagledati i usmeriti buduca reSenja zakonodavstva Republike
Srbije.

Kljuéne re€i:  privatnost, zaposleni; podaci o licnosti; nadzor, radni odnos.



